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CRITICAL INFRASTRUCTURE PROTECTION

AND HOMELAND SECURITY
Contact Shawn E. Costley, U.S. Army Security Assistance Command 
The Federal Government shall serve as a model to the private sector on how infrastructure assurance is best achieved and shall, to the extent feasible, distribute the results of its endeavors.

-- Former President Bill Clinton

Critical Infrastructure Defined
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Critical infrastructures are those physical and cyber-based systems essential to the minimum operations of the economy and government. They include, but are not limited to, telecommunications, energy, banking and finance, transportation, water systems and emergency services, both governmental and private. However, criticality is determined neither by threat nor by vulnerability.  Criticality is determined by that asset’s importance to the mission.

Critical Infrastructure Protection (CIP) Defined

Critical Infrastructure Protection (CIP) pertains to the proactive activities for protecting physical and cyber systems so vital to the operations of the United States that their incapacity or destruction will seriously weaken national security, economic stability, or public safety. CIP methods and resources deter or prevent attacks against critical infrastructures by people (e.g., terrorists, other criminals, hackers, etc.), by nature (e.g., hurricanes, tornadoes, earthquakes, floods, etc.), and by hazardous material accidents involving nuclear, biological, or chemical substances.

Phases of Critical Infrastructure Protection

There are six phases involved in the CIP Process, divided into two categories:

Pre-Event Activities:
Infrastructure Analysis and Assessment:  This phase involves the identification of Department of Defense (DOD), national, and international critical assets; the configuration and characteristics of their systems and infrastructures; and assessing their vulnerabilities.

Remediation:  In this phase, preventative measures are determined in order to improve reliability, availability, and survivability of critical assets and infrastructures.

Indications & Warnings:  The type of warnings and information that must be released to key players and methodologies for doing so are determined.

Post-Event Activities:
Mitigation:  Preplanned and coordinated reactions to infrastructure warnings or incidents are prepared in order to reduce impact, support and complement emergency response, and simplify reconstitution.

Response:  The coordination of defense, law enforcement, and crisis management aimed at the source of the incident.

Reconstitution:  Owner/Operated directed restoration of critical assets and infrastructure.
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Figure 1:  DOD Critical Infrastructure Protection:  NDIA Information Briefing, p. 8 

Critical Infrastructure Protection – Cognizant Agencies
Many DOD and civil agencies are involved in the CIP process.  The Presidential Decision Directive/NSC-63 (PDD 63) prescribed that CIP agencies be divided into four components.  Two key components are:

Lead Agencies for Sector Liaison:  A single U.S. Government department will serve as the lead agency for each infrastructure sector that could be a target for significant cyber or physical attack.

Lead Agencies for Special Functions:  A single U.S. Government department will serve as the lead agency for those special functions (e.g. national defense, foreign affairs, and intelligence) that must be chiefly performed by the Federal Government.
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Efforts by both federal and civilian agencies to comply with PDD 63 resulted in the current CIP organizational structure listed in Figure 2.

Figure 2. DOD Critical Infrastructure Protection:  NDIA Information Briefing, p. 9


Two agencies of particular note in Figure 2 are the Critical Infrastructure Assurance Office (CIAO) and the Critical Infrastructure Protection Integration Staff (CIPIS)

Critical Infrastructure Assurance Office (CIAO)
[image: image5.png]DoD CIP Coordination

Il Coordinating Function

Critical Infrastructure Protection

ouncil e
Functional C
Chief Information for National Dafense

Officer Council

DEFENSESECTOR  LEAD COMPONENT pecial Function Components
cial Sarvices
Joi
Miltary Pa

— ~ Critical
: e Infrastructure
Protection

sk | Integration
Staff (CIPIS),

CINCs, Services
& Agenc




CIAO’s mission is three-fold:

· To integrate the various sector plans into a National Infrastructure Assurance Plan.

· To coordinate analyses of the U.S. Government’s own dependencies on critical infrastructures.

· To assist in coordinating a national education and awareness program as well as associated and legislative public affairs.

Critical Infrastructure Protection Integration Staff (CIPIS)
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Critical Infrastructure Protection

Major Program Activities

Analysis & Assessment — What is critical, what are the vulnerabilities, what are the
risks and what is the plan remediation?

Remediation — What are the deliberate precautionary measures to improve the
reliability, availability, and survivability of critical assets and support systems?

Indications & Warning — What accurate and convincing information must go to
decision-makers in sufficient time for them to take action?

Mitigation — What pre-planned and coordinated reactions are needed to reduce or
minimize the adverse impact of possible incidents?

Response — What offensive and defensive measures will be implemented to deal
effectively with an actual adverse incident?

Reconstitution — Restore critical assets and their necessary infrastructure support
systems to pre-incident operational status




CIPIS is an enterprise-wide partnership of organizational entities that are essential for DOD to achieve effective protection of crucial infrastructures. CIPIS leverages CIP efforts of individual organizations, through integrated physical/cyber and on/off-base infrastructure protection strategies, in order to enhance the protection of DoD-mission essential infrastructures upon which the availability and readiness of our military forces depend.

CIPIS’ mission is to reduce the risk to strategic military mission accomplishment through:

· The enhancement of DOD’s understanding of critical infrastructure dependencies

· The mitigation of critical infrastructure vulnerabilities

· The application of an enterprise-wide risk based management framework to assist in risk acceptance decisions

Critical Infrastructure Protection and Perceived Weaknesses as Related to Homeland Security

Mission Critical Facilities:  Mission critical facilities include the Army’s power-projection platforms, comprising installations, Air and Sea Ports of Embarkation (APOEs/SPOEs) and identified Depots and Ammunition Plants.  Examples include installation power projection platforms such as Ft. Hood, Texas; airport embarkation platforms such as Pope AFB, North Carolina; seaport embarkation platforms such as Wilmington, North Carolina; and ammunition plant platforms such as Anniston Army Depot, Alabama. 


Mission Critical Systems: Those systems critical to DOD’s ability to meet its responsibilities and include command and control systems, satellite systems, inventory management systems, transportation management systems, medical systems and equipment, and pay and personnel systems.  DOD estimates 2,300 systems to be mission critical; the Army is estimated to have 376 systems.  Figure 3 provides a sample listing of Army critical systems.


Figure 3.  DoD Mission-Critical Systems





Doctrine, Organization, Training, Leader Development, Materiel, Soldiers:  Analysis discussed by Eric V. Larson and John E. Peters in their book, Preparing the U.S. Army for Homeland Security:  Concepts, Issues, and Options suggests that the Army is not fully optimized to meet the general challenges of homeland security.  In particular, it was found that one of the greatest shortfalls was found in training regarding Critical Infrastructure Protection, as shown in the darkest square in Figure 4 (Shortfalls are graded from light gray to black, representing least to greatest shortfall respectively).  The rationale behind this particular area being a challenge stems from the possibilities that the Army could find itself responsible for securing infrastructure sectors such as transportation off post.  In order to train effectively, the Army must know what assets and infrastructures it must protect in order to develop appropriate tasks, conditions, and standards.  As a result, it can then input these missions into the mission essential task lists (METL) of appropriate units.  Costs for incorporating corrective measures for these shortcomings is minimal, once the identification of critical resources [image: image7.jpg]CRITICAL INFRASTRUCTURE
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is determined.

Figure 4.  Summary of Homeland Operations DOTLMS Status


 

Information Management (Computer Systems & Networks):  Despite the  limited protection against loss of power for some information systems, service following a power loss is usually severely reduced. However, management of computerized systems within an infrastructure sector (e.g. transportation) still would be significantly affected if there were a widespread power loss.

Within the military infrastructure, the most important class of systems garnishing CIP attention is Command and Control.  The Global Command and Control System (GCCS) is the nation's premier system for the command and control of joint and coalition forces. It enables warfighters to plan, execute and manage military operations. An attack against the GCCS would impede a commander's reception of accurate feedback and his ability to synchronize air, land, sea, space, and special operations joint missions.

A year 2000 analysis conducted by the U.S. General Accounting Office entitled Critical Infrastructure Protection:  Significant Challenges in Safeguarding Government and Privately Controlled Systems from Computer-Based Attacks, revealed that 24 out of the 24 largest federal agencies had significant information security issues (The identities of the specific agencies were not identified due to the sensitive nature of the findings.).  Those issues fell into six major areas of general controls:  security program management; access controls; software development and change controls; segregation of duties; operating systems controls and; service continuity.

Recommendations for Correction and/or Improvement

Establishment of a Universal Vulnerability Assessment Protocol:  Within DOD, a tier level prioritization has been established.  Assets whose loss would cause mission failure are assigned a Tier I status.  Assets that would result in a sector failure, but would still permit mission success, are assigned Tier II status.  Assets whose loss would degrade mission accomplishment, but sufficient capability exists to ensure mission success, are assigned Tier III status.  However, despite the existence and use of Tier assignments, there are no standards to which to apply them (i.e. absence of doctrine).  In addition, use of the Tier standards is not widely applied in the civilian sector.  This may pose problems when joint CIP efforts are conducted.

Information Sharing: Regional agreements should be established on how to prepare for and respond to terrorist emergencies.  The Northern Virginia region (Maryland, DC, and Virginia) set the precedent and example for the nation by establishing a Commitment to Action.  This commitment outlines eight points:

· Working together to develop a coordinated process for decision-making for significant incidents or emergency situations in the region, including methods for coordinating between operational entities and senior decision-makers in local and state governments, the federal government and the private sector

· State and city agencies will work with the U.S. attorneys for the judicial districts within the region and with the FBI to enhance coordination and information sharing through their respective Anti-Terrorism Task Forces and Joint Terrorism Task Forces.

· Working with the private sector to jointly identify and set protection priorities and guidelines for infrastructure assets and services in the region. 

· Defining and developing a common set of emergency protective measures to protect the health and safety of the public in the event of a major emergency in the region, including standardized emergency protection guides, protocols, and procedures, public education on when to implement these measures and coordinated pharmaceutical distribution plans across jurisdictions.

· Using the Emergency Management Assistance Compact and pursuing resolution of existing responsibility, reimbursement and liability issues related to implementing mutual aid agreements in the region; exploring a mechanism to analyze existing agreements and the need for additional agreements; exploring agreements to support mutual-aid response between local governments across state boundaries; utilizing consistent and statutory authorization to facilitate participation of mutual-aid response between local governments across state boundaries; examining the development of mutual-aid agreements between federal agencies or institutions and communities; and exploring methodologies for enhancing private sector mutual aid support. 

· Developing a virtual Joint Information System for the region during a response to a major emergency or disaster event. Officials said though co-location may not be possible, creating a process and protocols for operating as a "virtual" joint information center will achieve the goal of a coordinated voice for the public and the media. A regional policy about communicating risk and emergency protective measures to the public in the event of an attack will also be jointly developed, officials said. 

· Utilizing mechanisms for regional cooperation in endorsing and implementing Citizen Corps programs within the National Capital Region. 

· Coordinating plans for terrorism and security-related training exercises across the region that include all levels of government, schools and universities, health care institutions and other private and non-profit partners; set a calendar of exercises for the region to include one full-scale and one functional exercise per year, including multi-jurisdictional exercises of all forms; and using a consistent methodology to document and implement lessons learned from actual emergency events and exercises. 
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